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Abstract:

The paper examines the growing importance of cybersecurity in rail transport within the broader framework of critical
infrastructure protection. The ongoing digital transformation across all sectors of the economy increasingly affects
the functioning of the railway system, which constitutes a strategic component of the national transport network. The
adoption of information and communication technologies, as well as industrial automation, has facilitated the deploy-
ment of advanced solutions, such as intelligent traffic management systems and predictive maintenance tools, for
railway infrastructure. These technologies have significantly enhanced the efficiency, safety, and reliability of
transport operations, however, they have also introduced new and complex cybersecurity challenges. The progressive
integration of information technology and operational technology systems increases the vulnerability of transport
infrastructure to cyber threats that may result in service disruptions, data integrity breaches, or the reduced availa-
bility of critical functions. The article underscores the necessity of developing and maintaining an effective cyberse-
curity management framework in the transport sector, incorporating incident response mechanisms, threat intelli-
gence sharing, and the adoption of standardized procedures and best practices aimed at safeguarding digital assets.
Particular attention is devoted to the role of Al as a key driver of digital transformation in the transport sector. Alt-
hough Al-based technologies enhance operational efficiency and enable greater process automation, their deployment
simultaneously introduces a new set of challenges. These challenges primarily relate to data quality and security,
system interoperability, and ensuring the transparency and reliability of algorithms used within critical transport
infrastructure. The authors emphasize that effective cybersecurity management requires a holistic and integrated ap-
proach that combines technical, organizational, legal, and human capital dimensions. Equally important is fostering
close cooperation among infrastructure managers, transport authorities, and carriers to ensure a coordinated and
resilient cybersecurity framework across the entire transport ecosystem.
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1. Introduction

Critical infrastructure comprises a set of facilities,
systems, and resources (both physical and digital)
that are essential for ensuring the proper functioning
of the state. It includes functionally interconnected
buildings, installations, equipment, and services that
are of strategic importance to national security, as
well as to the efficient operation of the economy and
society (Directive 2022/2557 of the European Par-
liament and of the Council, 2022; Polish Act on cri-
sis management, 2007).

The ongoing digital transformation represents one of
the defining characteristics of contemporary society,
permeating nearly every aspect of social, economic,
and administrative life. Digitalization has pro-
foundly reshaped the functioning of public institu-
tions, enterprises, and individual citizens, influenc-
ing everyday communication, management, and de-
cision-making processes. This phenomenon increas-
ingly affects the transport sector, particularly rail
transport, which constitutes a critical component of
national infrastructure indispensable for maintaining
the continuity of state operations (Polish Act on cri-
sis management, 2007; Zgorzelski, 2025).

Modern railways, like other transport systems, are
undergoing an intensive process of digital transfor-
mation. Information and communication technolo-
gies (ICT) and data-driven solutions have become
integral components of the operation and manage-
ment of contemporary railway networks (Polinski &
Ochocinski, 2020). Digitalization extends across
multiple domains, including traffic management, in-
frastructure maintenance, passenger services, logis-
tics, and rolling stock management. Systems such as
the European Train Control System (ETCS), rail
traffic management platforms, and predictive
maintenance tools have substantially enhanced the
efficiency, safety, and reliability of rail operations
(Torun et al., 2019).

The positive impacts of digitalization in rail
transport are therefore multifaceted. On one hand,
they contribute to improved punctuality, safety, and
passenger comfort; on the other, they promote re-
source efficiency and support the realization of sus-
tainable mobility objectives. However, the ongoing
digital transformation also introduces new chal-
lenges and risks that are particularly relevant to the
rail sector.

The growing integration of operational systems with
information technology networks increases the

susceptibility of railway infrastructure to cyber
threats. Modern railways have become highly de-
pendent on ICT-based systems, making cybersecu-
rity a critical concern. Any incident involving unau-
thorized data access, system disruption, or manipu-
lation may not only compromise network function-
ality and erode user trust but, in extreme cases, pose
a direct threat to human life and safety (Directive
2022/2557 of the European Parliament and of the
Council, 2022; Regulation 2019/881 of the Euro-
pean Parliament and of the Council, 2019).

Fig. 1 presents the relationships between elements of
railway infrastructure and potential cyber threats.
Railway infrastructure includes both linear objects
(such as railway tracks and overhead contact lines)
and point objects (such as stations, stops, sidings,
loading yards, and intermodal terminals). These
physical components are increasingly integrated
with digital systems, including data processing cen-
ters, telecommunications networks, Internet of
Things (IoT) devices, and passenger information
systems.

The development and integration of these technolo-
gies enhances traffic management efficiency, opera-
tional safety, and the overall quality of transport ser-
vices. However, they simultaneously increase the
exposure of infrastructure to a wide range of cyber
threats, including network intrusions, malware in-
fections, data breaches, and physical attacks on crit-
ical technical facilities. Many of these threats are as-
sociated with social engineering techniques, which
exploit human factors rather than purely technical
vulnerabilities. The consequences of such incidents
may include disruptions in control and signaling sys-
tems, loss of operational data integrity, and, in se-
vere cases, the interruption of operations across en-
tire sections of the railway network (Krzesniak et al.,
2022).

In light of the above, ensuring ICT security must be
regarded as one of the key challenges facing the
modern rail transport system. Effective protection
can no longer rely solely on physical safeguards,
such as the security of facilities, rolling stock, or
railway lines; rather, it must be based on comprehen-
sive and integrated cybersecurity measures. The
technologies employed should enable not only the
prevention of cyber incidents but also the rapid and
effective response to potential attacks when they oc-
cur.
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Given the ongoing digitalization of critical infra-
structure, including railway systems, the develop-
ment of robust cybersecurity policies, procedures,
and competencies has become a priority. Data pro-
tection, control system integrity, and operational re-
silience to disruptions now form the cornerstone of
both operational and national security (Gorka,
2018). In this context, cybersecurity plays an equally
vital role as the physical protection of infrastructure,
and its effective implementation requires advanced
technological solutions supported by a systemic ap-
proach grounded in close cooperation among infra-
structure managers, transport authorities, and carri-
ers.

Considering these aspects, the purpose of this article
is to analyze the role of cybersecurity in ensuring the
continuity and reliability of critical rail transport in-
frastructure and to identify key challenges and risk
management strategies in the face of rapidly evolv-
ing digital threats. The article is structured as fol-
lows: the first section introduces the issue of ICT se-
curity in rail transport; the second discusses the in-
tegration of digital technologies and systemic chal-
lenges for the sector; the third presents good prac-
tices in protecting railway systems against cyber
threats; while the subsequent sections analyze spe-
cific risk factors and explore the competence and in-
stitutional dimensions associated with cybersecurity

management. The structure of the article is presented
in Fig. 2.

2. Analysis of the integration of digital technol-
ogies in rail transport
2.1. Challenges for railways in terms of integrat-
ing digital technologies

Fig. 3 presents a general overview of the relation-
ships among key stakeholders within the rail
transport system in the context of challenges arising
from the integration of digital technologies. Modern
railway infrastructure, comprising both technical
and ICT components, constitutes the foundation for
the provision of transport and logistics services, and
its operation directly affects a broad range of stake-
holders, including passengers, customers, carriers,
transport authorities, and participants in the logistics
chain (Murawski et al., 2022). The primary respon-
sibility for ensuring the security and continuity of in-
frastructure operations lies with railway infrastruc-
ture managers, who cooperate with specialized enti-
ties tasked with cybersecurity management. These
interactions are inherently bidirectional: they in-
volve not only continuous information exchange and
incident response but also the planning and imple-
mentation of preventive strategies aimed at mitigat-
ing emerging cyber threats.
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Fig. 1 Potential cyber threats to rail infrastructure (Source: own study)



144

Zgorzelski, R., Murawski, J., Chamier-Gliszczynski, N.
Archives of Transport, 75(3), 141-158, 2025

1. Introduction

Challenge H

Artificial Intelligence

2. Integration of digital
technologies in rail transport

Structural complexity H

National cybersecurity system

ECTS

3. Protecting railway systems

Recommendations of the President of the Railway Transport

from cyber threats — good

4. Systemic and competency

The European Union Agency for Cybersecurity

challenges.

Risk factors

5. Railway transport as a target of

Threat analysis and strategic importance

cyber attacks

practices ‘

Information Sharing and Analysis Center ‘

Costs of cyberattacks

6. Conclusions and recommendations ‘

Fig. 2 The article structure (Source: own study)

Entities responsible for
cybersecurity management

Entity responsible for
managing railway
infrastructure

¥

Railway infrastructure

A B4
Cyber threats F-------------- »
Passengers
Clients

h 4

Participants of the
logistics chain

Transport

Carriers organizers

Fig. 3. Relationships between rail transport stakeholders in the context of cyber threats (Source: own study)

Cyber threats can affect railway infrastructure man-
agers by disrupting management and supervision
systems, as well as directly compromising elements
of the infrastructure itself, including traffic control
devices, communication networks, and data pro-
cessing centers. Regardless of where an incident
originates, its consequences tend to propagate
throughout the entire railway system, ultimately im-
pacting end users: passengers, carriers, and transport

organizers. The framework presented in Fig. 3 un-
derscores the complex nature of the contemporary
railway ecosystem, in which the integration of digi-
tal technologies necessitates a holistic approach to
security management and the establishment of a
multi-level cybersecurity protection system (Sty-
putkowski et al., 2021; Szacilto et al., 2024).

The ongoing transformation of the railway sector in-
creasingly depends on digitalization, which
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underpins the automation of operational processes,
enhances system efficiency, and enables the adapta-
tion of services to the growing expectations of end
users. Modern railway infrastructure is progres-
sively permeated by ICT and OT systems. These
employ advanced, integrated devices capable of
real-time communication and include programma-
ble components that directly interact with the physi-
cal environment, such as industrial control systems.
Consequently, rail transport is becoming part of a
broader cyber-physical system, in which the bound-
aries between the physical and digital domains are
gradually disappearing.

While the integration of digital solutions within
transport infrastructure brings substantial opera-
tional benefits, it simultaneously introduces new cy-
bersecurity risks and challenges related to the pro-
tection of IT systems. Modern technologies enable
continuous monitoring of railway network status,
support traffic management and decision-making
processes, and enhance the competitiveness of rail
operators. However, their growing complexity also
increases exposure to cyber incidents, events that
may disrupt or even halt the provision of essential
services, including transport operations (Directive
2022/2557 of the European Parliament and of the
Council, 2022). Such incidents may involve data
theft or loss, interference with control systems, dis-
ruptions in service delivery, or acts of sabotage tar-
geting critical infrastructure.

In light of the above considerations, ensuring ICT
security must be recognized as one of the key chal-
lenges confronting the modern rail transport system.
Adequate protection cannot rely solely on physical
safeguards, such as the security of facilities, rolling
stock, or railway lines, but must instead encompass
comprehensive and integrated cybersecurity
measures. The technologies employed should sup-
port both the prevention of cyber incidents and the
capacity for rapid and effective response when such
incidents occur.

According to Polish Supreme Audit Office, 2014,
cyberspace, understood as a virtual environment
formed through the integration of ICT systems that
enable the processing, transmission, and storage of
information, now represents one of the principal do-
mains of potential offensive activity. As a space
where users and systems interact, cyberspace plays
a crucial role in the operation of modern transport
systems; any breach of its integrity can therefore

have a direct impact on operational safety and the
continuity of transport services.

Cybersecurity has become one of the fundamental
pillars of safe and reliable railway operations, di-
rectly influencing the stability of the entire critical
infrastructure. It also constitutes an essential compo-
nent of resilience, understood as the railway sys-
tem’s capacity to prevent, withstand, and respond to
incidents, to mitigate their effects, and to efficiently
adapt and recover following their occurrence (Iba-
dah et al., 2024; Maciejewski, 2019).

2.2. Challenges related to artificial intelligence
The development of artificial intelligence (Al) is
creating new opportunities for enhancing the safety
and reliability management of rail transport infra-
structure. Machine learning algorithms can support
diagnostic processes, predict failure risks, and
strengthen system resilience against both technical
and cyber threats. However, the implementation of
these technologies in a sector characterized by ex-
ceptionally high safety requirements entails numer-
ous technical, organizational, ethical, and legal chal-
lenges.

One of the most promising areas of Al application is
predictive infrastructure maintenance. Machine
learning models, including Long Short-Term
Memory recurrent neural networks, enable the anal-
ysis of data collected from sensors installed along
tracks, bridges, and switches. Such models facilitate
the detection of early signs of degradation, the pre-
diction of potential failure times, and the planning of
preventive maintenance actions. This predictive ap-
proach not only mitigates the risk of accidents but
also optimizes maintenance schedules and reduces
operational costs (Tang et al., 2022; Xie et al., 2020).
Another important area of Al deployment involves
automatic fault detection and track condition moni-
toring. In this context, advanced deep learning algo-
rithms and Generative Adversarial Networks
(GANSs) are employed to analyze images obtained
from cameras and laser scanners, enabling the iden-
tification of cracks, deformations, and misalign-
ments in railway tracks. The high accuracy of image
classification models based on GAN techniques sig-
nificantly reduces the risk of human error in infra-
structure inspection processes.

Al is also being increasingly utilized in autonomous
traffic control and rolling stock operations. Deci-
sion-support systems integrating data from sensors
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and cameras allow for the development of autono-
mous train technologies capable of responding in
real time to various events, such as signaling equip-
ment failures, track obstructions, or level crossing
malfunctions. Al modules embedded in Automated
Driving Systems make it possible to maintain safety
levels comparable to those achieved under human
supervision (Tang et al., 2022).

Another important area of application involves se-
curity monitoring and protection against external
threats. Al can analyze data from cameras, environ-
mental sensors, and early warning systems to detect
unauthorized access, acts of vandalism, or physical
intrusions, as well as to respond to natural hazards
such as landslides and floods. The integration of data
from multiple sources enhances situational aware-
ness and supports maintenance and security teams in
making rapid, data-driven operational decisions.
Despite its considerable advantages, the implemen-
tation of Al in the railway sector is accompanied by
numerous technological, organizational, and regula-
tory challenges. A particularly critical issue con-
cerns cybersecurity. The integration of Al systems
with [oT infrastructures results in the emergence of
so-called AloT ecosystems, which become potential
targets for cyberattacks. Threats may include input
data manipulation, system hijacking, or the introduc-
tion of malicious learning models. Although Al-
based anomaly detection algorithms are increasingly
applied, their effectiveness depends heavily on the
quality and reliability of training data as well as their
robustness to adversarial attacks. Ensuring data in-
tegrity and establishing certification mechanisms for
Al systems within critical infrastructure currently
represent some of the most significant challenges
facing rail operators (Qi & Wang, 2025; Semenov et
al., 2025).

Another fundamental limitation concerns data qual-
ity and security. The performance of machine learn-
ing models depends on access to large, diverse, and
trustworthy datasets. In practice, sensor data are of-
ten incomplete, noisy, or heterogeneous, which hin-
ders their practical use in predictive and diagnostic
processes. Moreover, sensitive information related
to infrastructure or rail traffic must be protected in
compliance with information security and privacy
regulations, complicating data processing, sharing,
and interoperability among different stakeholders
(Davari et al., 2021; Mohammed et al., 2025).

Technical limitations and the absence of interopera-
bility standards also represent critical challenges.
Railway systems vary considerably in terms of their
architecture, communication protocols, and level of
digitalization, which complicates the integration of
Al algorithms across heterogeneous operational en-
vironments. Moreover, the certification and safety
verification of machine learning—based software are
significantly more complex than in traditional sys-
tems, as the decision-making processes of AI mod-
els are often opaque and difficult to interpret.
Equally important are ethical and legal considera-
tions, including accountability for decisions made
by autonomous systems, potential biases embedded
in training datasets, and the lack of transparency in
algorithmic decision-making. Within the context of
critical infrastructure, even minor model errors can
lead to severe consequences; hence, there is a press-
ing need to establish a comprehensive regulatory
framework that ensures effective oversight and ac-
countability for Al-driven decision processes (Papa-
giannidis et al., 2025).

Al possesses the potential to substantially enhance
the safety, efficiency, and reliability of railway in-
frastructure through process automation, threat pre-
diction, and decision-support capabilities. However,
it simultaneously introduces new categories of risk,
particularly in the domains of cybersecurity, data in-
tegrity, interoperability, and technological ethics.
Therefore, the responsible implementation of Al in
the rail sector requires a balanced and systemic ap-
proach, encompassing the development of robust
certification procedures and the creation of secure,
transparent, and explainable algorithms. Only under
such conditions can the full potential of Al be real-
ized while maintaining the highest standards of
safety and reliability in rail transport infrastructure.

2.3. Structural complexity as a challenge to cy-
bersecurity in the railway sector
In the context of the ongoing digitalization of rail-
way infrastructure and its integration with ICT and
OT technologies, a new dimension of systemic com-
plexity is emerging. This complexity arises from the
large number of independently operating entities
that do not always adhere to uniform standards, pro-
cedures, or policies concerning digital security. Such
fragmentation significantly hampers the effective
management of cybersecurity across the railway
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system, increasing the likelihood of protection gaps
and inconsistencies.

The liberalization of the railway market in Poland,
conducted within the framework of national legisla-
tion, reflects broader European trends shaped by the
four EU railway packages adopted in 2001, 2004,
2007, and 2016. The first package liberalized the rail
freight market and established the principle of sepa-
rating infrastructure management from the provision
of transport services. The second opened the market
to international freight transport, the third enabled
the liberalization of international passenger
transport, and the fourth aims to fully open the do-
mestic passenger market. As a result, the Polish rail
market, particularly in the freight transport segment,
has become increasingly diverse, encompassing a
growing number of operators differing in size, busi-
ness model, organizational structure, and technolog-
ical maturity. Similar tendencies are observed across
the European Union, although variations in the pace
of implementing market liberalization policies have
led to differences in the scale and nature of these
processes among Member States.

In this environment, it is essential to emphasize that
the railway sector, constituting a critical infrastruc-
ture of strategic importance to the state, now oper-
ates under conditions where escalating cyber threats
are compounded by high structural and organiza-
tional complexity. The multiplicity of market partic-
ipants, while beneficial from the perspective of com-
petitiveness and service accessibility, results in the
coexistence of numerous, independently managed
IT and OT systems. This fragmentation of techno-
logical solutions and the absence of uniform stand-
ards create substantial challenges for ensuring a

coherent and coordinated approach to cybersecurity.
The ability to implement adequate preventive
measures and to coordinate rapid, collective re-
sponses to systemic cyber incidents directly affects
the operational safety, business continuity, and over-
all resilience of the railway system.

2.4. The national cybersecurity system and the
railway sector

In Poland, the organization of the national cyberse-
curity system, including the definition of tasks and
responsibilities of its constituent entities, is regu-
lated by legal provisions. According to the Polish
Act on the national cybersecurity system (2018), the
transport sector is subject to specific competences
assigned to the minister responsible for transport, the
minister responsible for maritime affairs, and the
minister responsible for inland navigation. A key
strategic document guiding these activities is the
current National Cybersecurity Strategy, which out-
lines the priorities, objectives, and mechanisms for
strengthening digital resilience at both the national
and sectoral levels. Furthermore, the position of the
Government Plenipotentiary for Cybersecurity has
been established to coordinate state policy in this do-
main and ensure the effective implementation of cy-
bersecurity initiatives.

The institutional framework of Poland’s national cy-
bersecurity system comprises three Computer Secu-
rity Incident Response Teams (CSIRTSs) operating at
the national level: CSIRT GOV, CSIRT MON, and
CSIRT NASK (Table 1). Each of these entities per-
forms specialized functions related to the detection,
prevention, and response to cybersecurity incidents
within its designated area of responsibility.

Table 1. CSIRTs at the national level (Source: own study based on the Transport Cybersecurity Toolkit

(2020))
Name of CSIRT Leading institution Responsibility
. Incident response in the systems of government institutions and
CSIRT GOV Eezﬂ:fthe Internal Security other public entities of strategic importance; International coop-
gency eration in the protection of government infrastructure
Supervision of the ICT systems of the Polish Armed Forces and
CSIRT MON Minister of National Defence  other elements of the infrastructure related to national defense;
Cooperation with NATO and allied response structures
Scientific and Academic Com- Serving the civilian sector, including individual users, educa-
CSIRT NASK puter Network — National Re-  tional and research institutions, and essential service providers.

search Institute

Implementing educational and preventive activities
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An integral component of CSIRT NASK is CERT
Polska, which is responsible for the operational re-
sponse to network and cybersecurity incidents. The
key areas of its activity include the analysis and mit-
igation of threats related to malware, understood as
software or firmware designed to perform unauthor-
ized actions on IT systems, leading to breaches of
data confidentiality, integrity, or availability. Such
actions may involve device hijacking or the theft of
data, passwords, and files through the use of mali-
cious programs such as viruses, worms, Trojan
horses, or ransomware.

CERT Polska also conducts extensive activities
aimed at identifying and counteracting phishing
campaigns, which typically involve the creation of
fraudulent websites and the use of social engineering
techniques to deceive users into engaging with ma-
licious services. Phishing constitutes a method of il-
licit data acquisition by impersonating trusted enti-
ties. Such attacks can result in unauthorized access
to social media accounts, online banking systems, or
e-commerce platforms. The attack vectors often in-
clude clicking on malicious links, opening infected
attachments, or entering login credentials on coun-
terfeit websites that mimic legitimate electronic pay-
ment gateways. In addition to its core operational re-
sponsibilities, CERT Polska develops and provides
free tools that support the security of IT systems and
conducts extensive educational and promotional ac-
tivities aimed at raising public awareness of cyber-
security issues.

The Polish Act on the national cybersecurity system
(2018) also provides for the establishment of sec-
toral cybersecurity teams. In view of the growing
scale and complexity of cyber threats affecting the
transport sector, the creation of a dedicated sectoral
team, with particular focus on the railway subsys-
tem, appears both justified and necessary. Such an
entity could play a key role in coordinating infor-
mation exchange, incident response, and the devel-
opment of sector-specific security standards.
Although both the existing legislation and strategic
cybersecurity documents clearly identify the
transport system as a component of the nation’s crit-
ical infrastructure requiring special protection, they
do not sufficiently address the specific characteris-
tics of individual transport modes. This gap is par-
ticularly evident in the railway sector, where the cur-
rent legal framework governing market operations is
based mainly on regulations adopted in the early

2000s, an era preceding the rise of contemporary
digital threats. Furthermore, ongoing efforts to trans-
pose Directive 2022/2555 of the European Parlia-
ment and of the Council (2022) and Directive
2022/2557 of the European Parliament and of the
Council (2022) into the national legal system, along-
side the revision of the national cybersecurity strat-
egy, present an additional challenge that will deter-
mine the effectiveness of future protection mecha-
nisms within the railway sector.

2.5. ETCS in the context of railway safety and
cyber threats
In the context of the railway sector, the degree of
implementation of the ETCS plays a crucial role.
ETCS is an integrated rail traffic control and com-
mand system developed under the European Union’s
European Rail Traffic Management System
(ERTMS) program. Its primary objective is to en-
sure the interoperability of rail transport across the
EU, enabling the seamless operation of trains from
different operators and rolling stock manufacturers
between Member States, regardless of the national
signaling and control systems currently in use.
ETCS represents a modern, digital solution based on
ICT, designed to progressively replace traditional
analog signaling and train control systems. Its de-
ployment contributes to a substantial increase in the
automation, safety, and interoperability of railway
operations throughout Europe. A key component of
ETCS functionality is the radio-stop signal, a digi-
tally transmitted emergency command issued via the
GSM-R railway communication network, used in
situations that threaten traffic safety.
Notably, unauthorized access to this functionality
has been the subject of numerous cybersecurity-re-
lated incidents in recent years, attracting significant
public and media attention. More broadly, rail traffic
control and management systems constitute critical
elements of safe railway infrastructure operation.
However, the progress of ETCS implementation in
Poland remains unsatisfactory. According to Rail-
way Transport Office (2024), in 2023 alone, 728
cases of unauthorized transmission of the radio-stop
signal were recorded, an increase of 51.04% (246 in-
cidents) compared with the previous year.
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3. Good practices for protecting the railway
system against cyber threats

The recommendations of the President of the Rail-
way Transport Office (2025) regarding proper soft-
ware management in the context of cybersecurity in
the rail sector deserve special mention. These rec-
ommendations were addressed to railway compa-
nies, particularly carriers operating vehicles
equipped with on-board IT systems (Table 2).

According to these recommendations, the ongoing
digitalization of the railway sector contributes sig-
nificantly to improving transport safety; however, it
is simultaneously associated with the emergence of

new threats, particularly those concerning IT infra-
structure and on-board vehicle systems.

It is noteworthy that the Information Sharing and
Analysis Center for the Railway Sector (ISAC—
Kolej), established to coordinate the exchange of in-
formation on cybersecurity incidents within the rail-
way subsystem, to develop common security stand-
ards and procedures, and to facilitate cooperation
with national and international CSIRTS, has devel-
oped and adopted two key documents addressing cy-
bersecurity in rail transport: Guidelines on Cyberse-
curity for Railway Employees (2021) and Guide-
lines on Cybersecurity of Passenger Rolling Stock

(2023).

Table 2. Recommendations regarding protecting the railway system against cyber threats (Source: own study
based on the recommendations of the Railway Transport Office, 2025)

Action

Recommendation

Inventory of IT assets

Entities operating railway vehicles should carry out a complete inventory of their IT
resources and implement adequate mechanisms for managing them.

Access security overview

Verification of the security of both remote and physical communication interfaces of
on-board systems, with particular emphasis on cellular modems and remote service
access methods

Risk analysis

Based on the inventory and security review, it was recommended to conduct a risk
analysis that would take into account cyber threats throughout the entire life cycle of
a railway vehicle.

Restricting remote access

Such access should be limited only to identified, properly secured, monitored, and
approved cases.

Securing remote connections

Where remote access is necessary, it is essential to implement appropriate security
mechanisms. Particular emphasis should be placed on minimizing the use of private
APN (Access Point Name) access points and VPN (Virtual Private Network) connec-
tions, while simultaneously employing multi-factor authentication (MFA). Addition-
ally, it was recommended to consider implementing UTM (Unified Threat Manage-
ment) firewalls, which enable centralized management of security policies and the in-
tegration of various security measures within a single platform.

VPN connection location control

Whenever possible, VPN access should be limited to known IP addresses and con-
nections from Poland or other acceptable locations.

System segmentation

Segmentation and micro-segmentation of infrastructure, ensuring separation between
OT systems and passenger-accessible systems, and controlling data flows between
these environments.

Password management

It was recommended to use strong passwords (at least 12 characters) and eliminate
default manufacturer passwords in on-board devices.

Physical access management

It is necessary to develop procedures for controlling physical access to on-board sys-
tem interfaces, verifying service personnel, and securing devices connected to these
systems.

Update management

Wherever possible and after carrying out change management procedures, it was rec-
ommended to implement on-board software updates.

Vulnerability management

Regular and proper vulnerability management of inventoried IT assets, including
monitoring public databases containing information on detected security vulnerabili-
ties

Contact person

Reporting the contact person to the relevant CSIRT team responsible for handling cy-
bersecurity incidents in the railway sector, and involvement in ISAC—Kolej activities
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The first of these documents, based on the Transport

Cybersecurity Toolkit (2020), identifies several ma-

jor categories of cyber threats relevant to the railway

sector, including:

1. Malware — software designed to perform unau-
thorized actions on IT systems, compromising
data confidentiality, integrity, or availability;

2. Phishing — attempts to obtain sensitive infor-
mation by impersonating trusted sources;

3. Distributed Denial of Service (DDoS) — attacks
that overwhelm system resources, rendering
services unavailable;

4. Denial of Service (DoS) — actions aimed at
slowing down or blocking access to resources
for authorized users;

5. Data theft — activities aimed at obtaining confi-
dential information, such as login credentials to
email or banking systems;

6. Software manipulation — any action intended to
alter or disrupt the proper functioning of an ap-
plication.

It is also worth noting that the European Union

Agency for Cybersecurity (ENISA) highlights addi-

tional threats relevant to the transport sector, includ-

ing the railway sector:

1. Ransomware — attacks involving the encryption
of data and demands for ransom for its decryp-
tion,

2. RDoS (DDoS for Ransom) — threats or actual
execution of DDoS attacks to extort ransom,
which poses a significant risk to the continuity
of services and systems,

3. Spear phishing — personalized social engineer-
ing attacks targeting specific individuals or or-
ganizations, often highly sophisticated and
challenging to detect,

4.  Supply chain attacks — exploiting trust in sup-
pliers by infecting components or software,
which are then deployed in the infrastructure of
the target organization.

According to Protecting Critical Supply Chains: A
Guide to Securing Your Supply Chain Ecosystem
(2024) the railway sector, these threats cover not
only IT systems but also passenger services, ticket-
ing systems, and mobile applications. This necessi-
tates a holistic approach to cybersecurity, encom-
passing both technical components and the opera-
tional and management spheres.

The National Counterintelligence and Security Cen-

ter (NCSC), the US agency responsible for

coordinating counterintelligence activities and na-
tional security, highlights the crucial role of supply
chain security in protecting critical infrastructure.
Analyses prepared by the NCSC emphasize that sup-
ply chain manipulation is a key threat to the security
of transportation systems — both domestically and
internationally. NATO shares a similar view, point-
ing to the strategic importance of protection against
cyber threats targeting components supplied by ex-
ternal suppliers (Kono & Colatin, 2023). According
to the Transport Cybersecurity Toolkit (2020), the
perpetrators of cyberattacks can be classified into
several main categories:

1.  State-sponsored groups,

2. Organized cybercrime groups,

3. Hacktivists - individuals acting for ideological
or ethical reasons who employ advanced IT
skills in ways that violate the law.

The same document also provides recommendations
outlining good practices for mitigating the risk of
cyberattacks and guidelines for effective incident
management, emphasizing the importance of proac-
tive prevention, timely detection, and coordinated
response measures.

In the context of threat classification, it is also worth

referring to the approach proposed by the Supreme

Audit Office (NIK), which distinguishes six types of

cyber threats based on the motivations of the perpe-

trators of cyber activities (Table 3).

Table 3. Classification of threats in cyberspace
(Source: own study based on Supreme Au-
dit Office (2025))
Type of cyber
threat

Motivation

They act out of curiosity, for fun, or re-
venge.

They promote ideas by attacking sym-
bolically, without the intention of fi-
nancial loss.

They operate for profit (fraud, extor-
tion)

Political purpose, intimidation, and de-
stabilization

Obtaining information for business or
intelligence purposes

Military units conducting virtual opera-
tions as part of an armed conflict

Cyber hooligans

Cyber activists

Cyber criminals

Cyber terrorists

Cyber spies

Cyber soldiers

The Guidelines on Cybersecurity of Passenger Roll-
ing Stock (2023) focuses on the digital protection of
passenger rail rolling stock, addressing the specific
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risks inherent to this domain as well as the relevant
legal and regulatory requirements. The Transport
Cybersecurity Toolkit, referenced therein, serves as
a practical instrument for raising awareness of cyber
threats and strengthening digital resilience across the
wider transport sector. Its recommendations are di-
rected toward three primary stakeholder groups:
transport personnel, management staff, and cyberse-
curity specialists.

The document identifies four fundamental catego-
ries of threats relevant to transport operations:

1. distribution of malicious software (malware),
2. DosS attacks,

3. unauthorized system access,

4. software manipulation.

In addition, it presents a comprehensive set of rec-
ommended countermeasures tailored to the charac-
teristics of different transport modes, while account-
ing for the structural and organizational diversity of
entities within the sector, irrespective of their size.
The detailed approach proposed by the ENISA iden-
tifies a range of risk factors that are equally relevant
to the security of railway systems (Table 5). These
factors highlight the interdependencies between
technological, organizational, and human elements
that shape the overall cybersecurity posture of
transport infrastructure.

From the perspective of the average IT system user,
whether in a professional or private context, addi-
tional vulnerabilities often arise from insufficient
cyber hygiene practices. These include behaviors

such as the use of weak passwords, failure to update
software, or uncritical handling of email attachments
and hyperlinks, all of which can contribute to the es-
calation of cybersecurity risks within the broader rail
transport ecosystem.

4. Systemic and competency challenges. Risk
analysis and international initiatives

ENISA identifies the most important challenges re-
lated to cybersecurity of rail transport, classifying
them into several basic categories (Table 4).

An analysis of available reports clearly indicates that
one of the key challenges in the field of cybersecu-
rity is the shortage of qualified specialists and the
lack of systematic, professional training programs.
This issue also affects the railway sector, which has
begun implementing a number of initiatives aimed
at strengthening cybersecurity competencies.
Among these initiatives are projects carried out un-
der the auspices of the International Union of Rail-
ways (UIC). One example is the CYRUS project
(Personalized and Needs-Based Workplace Training
Programmes Enhancing Cybersecurity Skills Across
Industrial Sectors), which seeks to identify existing
competency gaps and to develop personalized train-
ing programs tailored to the specific needs of the
railway industry. Another significant initiative is the
CYRALIL project (Cybersecurity in the Railway Sec-
tor), which focuses on detecting threats and design-
ing mechanisms to prevent and mitigate cyberat-
tacks on railway systems.

Table 4. Key challenges in rail transport cybersecurity, according to ENISA (Source: own study based on

Liveri et al. (2020))

Challenge

ENISA's position

Complexity of legal provisions

Cybersecurity regulations are often complex to interpret and implement, which
hinders uniform and effective actions in the railway sector.

Insufficient awareness of the need to
strengthen cybersecurity

There is a lack of knowledge about the scale and effects of potential threats
among both decision-makers and operational staff.

Technological challenges

New technologies increase efficiency, but at the same time, they bring new
threats that require appropriate security mechanisms.

Distributed systems and outdated infra-
structure

A large number of systems operating in different locations, often based on out-
dated solutions, creates security gaps that are difficult to manage.

The need for further digitalization while Railways must continue their digital transformation to remain competitive, but

maintaining a high level of security

this cannot come at the expense of cybersecurity.
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Table 5. Significant risk factors affecting the safety of railway systems (Source: own study based on European
Union Agency for Cybersecurity (2024), Szacitto et al. (2021) and the authors' own experiences)

Risk factors, according to ENISA, that are significant
for the safety of railway systems

Risk factors from the point of view of the user of IT sys-
tems

Supply chain integrity breaches, particularly those related
to threats from third-party software

Taking risky actions on work and personal devices

Shortage of cybersecurity specialists

Lack of regular safety testing

Susceptibility of systems to human error, especially in the
context of using outdated components in complex cyber-
physical systems

Not backing up your data regularly.

Using outdated technologies in a complex and overloaded
cross-sector environment

Using untrusted Wi-Fi networks

Growing risk of digital surveillance and threats to user pri-
vacy

Using mobile devices of unknown origin

Dependence on cross-border ICT service providers who
may constitute single points of failure

Using outdated or low-quality antivirus software

Development of advanced disinformation campaigns and
influence operations

No software updates

The escalation of hybrid threats, combining physical, digi-
tal and psychological elements

Lack of knowledge of the user, who often relies on unrelia-
ble sources of information

Potential abuses related to the use of AT

Using the same (or weak) passwords for multiple accounts

Physical effects of environmental disruptions affecting crit- No two-factor authentication (2FA)

ical infrastructure

In addition, the UIC Cybersecurity Solution Plat-
form (CSSP) serves as an interdisciplinary forum
that brings together experts from various domains to
systematically support the railway sector in identify-
ing, assessing, and implementing modern cyberse-
curity solutions. It is worth emphasizing that these
projects form only part of UIC’s broader efforts to
strengthen the cybersecurity posture of the global
railway community. Within the UIC framework, a
dedicated COLPOFER working group operates to
enhance cooperation among railway undertakings
and infrastructure managers in the field of security,
while its WC Cyber Crime subgroup focuses specif-
ically on issues related to information technology
and cyber protection in the railway sector.

5. Railway transport as a target of cyber at-
tacks - statistical data

5.1. Threat analysis and strategic importance

According to Lella et al. (2024) the transport sector,
including rail, was the second most frequently tar-
geted area for cyberattacks within the European Un-
ion, accounting for approximately 11% of all re-
ported cybersecurity incidents. Only the public ad-
ministration sector, representing 19% of incidents,
recorded a higher share, while the transport sector
surpassed the financial sector, which accounted for
9% of reported cases. These findings are broadly

consistent with analyses conducted by national insti-
tutions monitoring cyber threats in Poland, although
certain variations can be attributed to specific local
conditions. Similar conclusions have also been
drawn by international organizations and research
institutes, confirming that the transport sector, par-
ticularly the railway subsystem, should be consid-
ered a strategic priority for cybersecurity policy at
both national and EU levels.

In this context, the NIS 2 Directive (Directive
2022/2555 of the European Parliament and of the
Council, 2022) underscores the need to strengthen
cybersecurity protection across all modes of
transport, including aviation, maritime, rail, and
road. However, it is not only the number of cyber
incidents that determines the sector’s vulnerability,
but more importantly, the magnitude of their poten-
tial impact. As highlighted in the educational mate-
rials developed jointly by the NCSC and the Cyber-
security and Infrastructure Security Agency critical
infrastructure, including the transport sector, forms
the foundation of the national economy. Its protec-
tion is therefore essential for maintaining public
safety, national security, and overall resilience.
According to the National Counterintelligence and
Security Center (2024), sectors such as communica-
tions, energy, financial services, transportation, and
water management are so deeply interconnected that
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disruptions in one can trigger cascading effects
across others. Polish researchers also emphasize this
interdependence, particularly in the context of hy-
brid and cyber threats, which amplify the systemic
vulnerability of national infrastructure
(Kotodziejczyk, 2020; Lukasiewicz & Szlachter,
2025; Milewski, 2016; Smagowicz et al., 2021].
Disruptions in the functioning of automated control
systems or ICT networks can have far-reaching con-
sequences for state stability and societal well-being,
making cybersecurity an indispensable pillar of in-
frastructure protection and a fundamental compo-
nent of national resilience (Molendowska et al.,
2021).

5.2. Consequences for transport security and the
costs of cyberattacks
The escalating scale of cybersecurity challenges is
clearly evidenced by recent statistical data. Accord-
ing to Federal Bureau of Investigation (2025), in the
United States, financial losses resulting from
cyberattacks reached a record USD 16.6 billion in
2024, with ransomware incidents accounting for the
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largest share of these losses. Both the frequency and
sophistication of such attacks continue to grow
worldwide, including in Poland. Although compre-
hensive data on the total financial impact of cyberat-
tacks, particularly within the railway sector, are not
yet available, valuable insights into the scale and dy-
namics of cybercrime can be drawn from the opera-
tional statistics of the Central Bureau for Combating
Cybercrime (CBZC).

CBZC data provide a partial yet revealing picture of
cybercrime activity in Poland. In 2023, the Bureau
conducted 619 preparatory proceedings, detaining
501 individuals, of whom 231 were remanded in
custody. During these operations, assets worth PLN
441.3 million were seized, and property valued at
PLN 14.3 million was recovered. In 2024, the num-
ber of recorded cases almost doubled to 1,253, lead-
ing to the detention of 848 individuals, including
312 placed under temporary arrest. Assets worth an
estimated PLN 72.7 million were secured, while
PLN 49.7 million was successfully recovered. The
above data are presented in Fig. 4 and 5.
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Fig. 4. Operational statistics of the Central Bureau for Combating Cybercrime in 2023-2024 (Source: own
study based on Central Bureau for Combating Cybercrime)
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Fig. 5. Financial statistics of the Central Bureau for Combating Cybercrime in 2023-2024. (Source: own study
based on Central Bureau for Combating Cybercrime)
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According to the Microsoft Digital Defense Report
2024: The Foundations and New Frontiers of Cyber-
security, Poland ranks third in Europe, after Ukraine
and the United Kingdom, in terms of exposure to cy-
bersecurity threats. On the global scale, Poland oc-
cupies ninth place, alongside India, following the
United States, Israel, the United Arab Emirates,
Ukraine, the United Kingdom, Taiwan, and South
Korea. Forecasts concerning the global cost of cy-
bercrime are alarming: total losses are expected to
reach USD 10.5 trillion by 2025.

In the second quarter of 2025, Poland was identified
as the most frequently targeted European country for
hacktivist attacks, according to a report published by
the Spanish Industrial Cybersecurity Center (ZIUR
— Gipuzkoa Industrial Cybersecurity Center). This
institution, established by the Gipuzkoa Provincial
Council, supports industrial enterprises in develop-
ing digital security capabilities. In the analyzed
ranking, Poland surpassed countries such as
Ukraine, the United Kingdom, France, Germany, the
Netherlands, Finland, Lithuania, Romania, and Is-
rael.

Further evidence of the growing scale of digital
threats is provided by operational data from national
cybersecurity institutions. According to Internal Se-
curity Agency (2024), in 2024, CSIRT GOV regis-
tered 17,439 reports of potential incidents, of which
3,991 were classified as actual cybersecurity threats.
During the same period, CERT Polska handled
103,449 incidents, including 565 related to the
transport sector. Among these, 57 incidents (two of
which were associated with transport) were assessed
as potentially capable of causing serious service
degradation or complete disruption of essential op-
erations (NASK - National Research Institute,
2025).

It is also worth emphasizing that the digital market
within the European Union is estimated at approxi-
mately EUR 3 trillion, representing about 20% of the
EU’s GDP. This scale underscores the need for a
systemic approach to digital security at the EU level.
One of the principal regulatory instruments in this
domain is the NIS 2 Directive, which encompasses
around 350,000 enterprises and organizations classi-
fied as essential or important to the functioning of
the Union’s economy and society (CISCO, 2023).
According to Allied Market Research (2021), in the
context of the railway sector, the global cybersecu-
rity market was valued at USD 7.73 billion in 2020,

with forecasts projecting growth to approximately
USD 14.69 billion by 2030, reflecting the increasing
recognition of cybersecurity as a strategic invest-
ment area within the digital transformation of
transport systems.

6. Conclusions

Based on the analyses and considerations presented
in this article, a set of conclusions and strategic rec-
ommendations has been formulated concerning the
security of rail transport in the context of ongoing
digitalization and the growing spectrum of cyber
threats.

Rail transport is a fundamental component of critical
infrastructure, performing essential functions in
both civilian and military contexts. Its significance
extends beyond the mere transport of passengers and
goods: the railway system underpins the continuity
of state operations, supports economic stability, and
plays a vital role in crisis management and defense
activities. As a complex socio-technical system, the
modern railway network is increasingly interlinked
with ICT infrastructure and digital management
platforms, whose reliability and resilience directly
determine the overall safety and operational stability
of the sector.

The integration of advanced digital technologies into
railway infrastructure brings substantial benefits, in-
cluding enhanced operational efficiency, system re-
liability, and improvements in maintenance and traf-
fic management processes. Solutions based on data
analytics, automation, and real-time communication
enable more precise planning, early detection of ir-
regularities, and rapid responses to emerging threats.
However, increasing digitalization simultaneously
introduces new and complex cybersecurity chal-
lenges. The scale, sophistication, and interdepend-
ence of these threats make the protection of IT and
telecommunications systems a strategic priority and
a key determinant of the resilience of the rail sector.
Al is gaining particular importance in this context,
offering the potential to significantly enhance the
safety, efficiency, and reliability of rail operations.
Machine learning algorithms can be applied to pre-
dictive infrastructure maintenance, data analysis
from sensors and cameras, track fault detection, and
train traffic control. These technologies enable the
early identification of anomalies and the mitigation
of risks, contributing to greater reliability and pre-
ventive maintenance efficiency. Nevertheless, the
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implementation of Al also introduces new risks, es-
pecially in relation to cybersecurity, data quality and
integrity, interoperability, and accountability for de-
cisions made by autonomous systems.

The responsible deployment of Al requires a bal-
anced and transparent approach, encompassing the
development of certification and validation meth-
ods, the creation of secure and explainable algo-
rithms, and close cooperation between infrastructure
managers, transport authorities, and railway under-
takings. Only such an integrated approach will allow
full realization of AI’s potential while maintaining
the highest safety and reliability standards in railway
operations.

The development of next-generation railways will
increasingly depend on advanced IT technologies
and robust cybersecurity frameworks. The quality
and resilience of these systems will determine both
the security and operational continuity of the
transport network. Therefore, modern and future
railways must rely on well-designed digital defense
architectures, supported by Al-driven systems for
monitoring, communication, and infrastructure
management.

A comprehensive approach to security is essential,
one that extends beyond the physical protection of
facilities, rolling stock, and railway lines, and incor-
porates integrated ICT security management. Infra-
structure protection should be based on a coherent
model combining incident prevention, threat detec-
tion, rapid response, and efficient restoration of
business continuity after disruptions.

A major challenge in Poland remains the fragmented
structure of the railway sector, characterized by nu-
merous independent entities operating under differ-
ent standards and procedures. The absence of a co-
ordinated cybersecurity framework hinders effective
incident management, limits information exchange,
and constrains the capacity for a unified response to
cyber threats. Addressing this fragmentation is cru-
cial to building a resilient, interoperable, and secure
digital railway ecosystem.
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